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Policy Issue


Electronic Audit Trails/Approvals

Summary of Issue

More and more enterprise activity is being conducted online. It is changing the way we approve transactions and how we document that approval. Because of this change, we should establish guidelines that support adequate approval and how can we verify that chain of approvals. 

Audit trails are important not just for approvals but to determine who has seen what records. To protect privacy it is critical that the trail of electronic records be traceable to determine how the records were handled.

Reason for Institutional Impact

· Satisfy documentation requirements for transactions.

· Meet federal or state requirements for approval and privacy.

· Need an appropriate level of approval for various processes.

.
Links to Existing Policy

Signature/Electronic Approval Authorization, U of Illinois, Urbana-Champaign Campus

http://www.obfs.uillinois.edu/manual/Urbana/se2-1-3.html 

External Mandates/Deadlines

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT OF HIPPA
http://www.hcfa.gov/hipaa/hipaahm.htm
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Recommendations

· Identify highest risk transactions.

· Establish an institutional philosophy on approvals

Related References
Legal Considerations in Designing and Implementing Electronic Processes: A Guide for Federal Agencies, Department of Justice

http://www.cybercrime.gov/eprocess.htm#IIB3
Why Signatures, PowerPoint presentation, Arizona, Office of the Secretary of State 

http://www.sosaz.com/pa/presentation/ExecLeadership/why_signatures.pdf
Electronic Commerce with Verifiable Audit Trails, Jon M. Peha, Carnegie Mellon U

http://www.isoc.org/inet99/1h/1h_1.htm
Facsimile or digital signatures & electronic approvals, Minnesota Statutes 2000, 

http://www.revisor.leg.state.mn.us/stats/16B/05.html
.

