POLICY RAP SHEET

Policy Issue

Security of Surveillance Information and Technologies Used for Surveillance

Summary of Issue

Technologies are being developed at a rapid pace that are designed for, or can be used for, surveillance on individuals including, infra-red cameras at traffic lights, chips inserted in Alzheimer patients and children, "facing" cameras at public gatherings and key card access devices.  Without guidelines or policies, personnel who have the ability, have the opportunity, and either have or think they have the authority can use these technologies without being fully aware of the violations of privacy and law that they may be committing. What policies are needed to protect institutions from inadvertent or abusive behaviors of system administrators responsible for such technologies?

Reason for Institutional Impact

Colleges and universities have a particular concern in regards to surveillance activities.  Federal law (The Family Educational Rights and Privacy Act, FERPA) protects student record information.  Institutional impact can include: 

· Violation of Federal Law

· Increased liability from individual rights violation suits

· An atmosphere of distrust and cynicism among faculty, staff and students  

Links To Existing Policy

External Mandates/Deadlines

· Family Educational Rights and Privacy Act

· Rapidly emerging potential law
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Recommendations

· Policy for system administrators logging and monitoring and how far to go

· Registrar/system administrator dialogues regarding FERPA and requirements

· Training for system administrators regarding data protection, sensitivity, & law

· Attorneys define if, when and how, logs can be turned over to law enforcement

· Identify all surveillance technologies on campus and inform the community about their purpose, use, and if such collected data is stored, shared, or released
Related References

Final report: 2001 NSF Logging, Monitoring, and Privacy Project-U of Michigan

Questions on report contact Virginia Rezmierski, ver@umich.edu.

