



POLICY RAP SHEET

Policy Issue


Outsourcing Technology (Electronic Services)

Summary of Issue

The use of third-party vendors to provide new electronic services to meet business needs is increasing. 

· This includes web design, external hosting of personal files, student portal services, off-campus hosting or servers or web sites. 

· When establishing these outside services, be sure contract language includes references to relevant University standards, policies and guidelines.

Reason for Institutional Impact

· Ensure appropriate privacy of information maintained by external vendors.

· Follow U policies related to file back-up, advertising and privacy statements.

· Establish consistency in contract negotiations.

Links to Existing Policy

OUTSOURCING POLICY, Department of Premier & Cabinet, Victoria

http://www.dpc.vic.gov.au/ocmpol/2136.htm 

External Mandates/Deadlines

Relevant Public Records laws

Family Educational Rights and Privacy Act - US Statute

http://www.lrp.com/ed/freelib/free_regs/bc3499.htm
Electronic Communications and Privacy Act—A Summary 

http://www.cdt.org/security/000927hr5018.shtml
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Recommendations

· Establish enterprise best practices for outsourcing online activities.

· Create a standard contract that includes language to safeguard U interests.

· Establish a process for periodic review or reporting by vendors.

Related References

Calling in Help, An article about outsourcing in Governing.com

http://governing.com/7out.htm 

OutsourcingGovrernment.com, A web site devoted to outsourcing issues.

http://www.outsourcing-government.com/
Recent posting to an EDUCAUSE email list

Subject: Off-site student portal responsibilities

     Date: Mon, 27 Aug 2001 09:27:28 -0400

     From: "Morling, Adrian R" <morling@alfred.edu>

     Reply-To: CPL-L@cornell.edu

      To: "'CPL-L@cornell.edu'" <CPL-L@cornell.edu> (CPL-L)

Our university recently signed a contract for the student portal service provided by Mascot.  This service is located on the vendor's server but we provide student data for them to load into the system.

My question is even though it is not operating on a university owned machine, can we enforce our policies with this system or do we have to rely on Mascot?

Also, who is responsible for ensuring FERPA is not violated with regards to the student information provided by our university?  Note: the students will be allowed to update their own information (and have the option to hide any fields once they sign in).

Adrian.

